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“... with great power there must also come—great responsibility!” Uncle Ben, Spiderman comics, Marvel
user group of women receiving antenatal care through the
MomConnect platform.7,8 Messages are synchronised with
gestation to ensure context-specific information. But more sophisticated healthcare interventions have also been delivered
at scale, exploiting two-way messaging services and integrated
data capture in applications ranging from chronic medication
distribution tracking to mental health support and behaviour
change (e.g. for vaccination uptake).9,10 The Dimagi CommCare
platform, deployed across 80 countries with a variety of applications, is another example of a holistic system delivered via mobile
phone. It can integrate a healthcare worker education support
and performance tracking system with two-way messaging, a
case management platform or electronic health record, and has
rapid evaluation and programme improvement cycles built in.11

Mobile messaging platforms (MMP) are increasingly the de
facto vehicle for communication in low resource environments.
The statistics are striking. Dramatic reductions in the cost of
smartphone devices as well as data, mean that an estimated
44% of Africans had access to a smartphone in 2019.1 This is
anticipated to grow to 65% by 2025.1 Access among healthcare
workers is even higher, with 97% of the researchers approached
through the African Perioperative Research Group (APORG)
reported having smartphone access (unpublished data).
This rapid technology uptake presents a foundational opportunity in public health. Initial use cases for mobile phones in
healthcare included one-way messaging using Short Message
Service (SMS) technology to reach new audiences in novel ways.2,3
But with the growing number of Internet Protocol (IP) or “overthe-top” instant messaging services (e.g. WhatsApp, Microsoft
Messenger, Telegram, Viber, Signal, AliPay, etc.), new functionality
has been unlocked. It is now possible (i) to hold real-time, twoway conversations directly with patients and practitioners at
low cost and at national or even global scales, (ii) to distribute
information in various media formats, and (iii) to enable data
capture across wide and remote networks.4,5 Furthermore, many
of these platforms have made their application programming
interfaces (APIs), or “back-ends”, available to developers in order
to offer increasingly customisable functionality. This also allows
for messages to be sent, or data to be captured, by systems or
“bots” rather than people. It is possible to develop responsive
and adaptive services that are delivered over the messaging
platform, in a similar way to apps used on Android or iOS
operating systems.

While the potential is massive, there are a number of challenges
and ethical considerations. Mobile phone users may not want
to use their phones for health messaging for a number of
reasons, including telephone sharing, data costs or simply user
preference.2,12,13 But recent interactions between one author
(DvS) and a large group of African researchers during the roll-out
of the African Surgical Outcomes Study (ASOS-2) trial suggested
a willingness among a vast majority of collaborators to use both
their mobile phones and their own data to contribute to the
study.14 This willingness was mirrored in the Sund et al. study.6
Data privacy is another consideration. While the content of messages are typically encrypted, much of the associated metadata
can be used for other commercial purposes by the provider. In
addition to this, data sovereignty is an increasingly important
issue as data produced in these platforms are collected and
aggregated in other countries with different data protection
legislation. The full ramifications of this are beyond the scope of
this article, and are constantly and rapidly evolving.

The two key enabling factors of IP services are (i) their almost
universal use among healthcare workers and patients, and (ii)
the explosion in functionality, which have resulted in multiple
use cases in healthcare. In this month’s SAJAA, Sund et al.6
report their use of WhatsApp’s ease of use, prevalent use among
colleagues and chat-group functionality to conduct a successful
survey across a wide geographical area that would otherwise
have been difficult, slow and possibly expensive to conduct. The
South African National Department of Health used SMS, and now
uses WhatsApp, to deliver one-way messages to an enormous
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Choice of platform for healthcare interventions is also important.
While it may be expedient to meet healthcare users on the
platforms they already use, such as the use of SMS or WhatsApp
in MomConnect,15 when designing a system for a smaller group
of collaborating professionals it may be possible to move the
entire group to a different, fit-for-purpose IP, such as the Vula
app for patient referrals in South Africa.16,17 There are also risks
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in designing an intervention that is platform specific. During
the ASOS-2 trial, the choice of IP platform was often country
specific (unpublished data). While WhatsApp is the most
common platform in Africa,1 its prevalence is not universal.
Thus, interventions that are platform agnostic and can be implemented over the most appropriate IP service for the target
audience, protects against the inevitable shifts in popularity and
usefulness of IP services.
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Mobile platforms must be used for research purposes
keeping in mind normal research ethics practices, including
patient confidentiality, informed consent, data storage and
respectful interaction with all participants.18,19 The ease of access to participants using mobile platforms presents notable
advantages for conducting research but must be balanced
against the risks of intrusive communication and inevitable
resentment of messaging by participants, especially if messaging
occurs after hours.20,21 Consent to participate in research and
contacting practices that are respectful of participants, are of
critical importance when the medium for communication is so
pervasive and integrated into participants’ daily routines.
Universal access to mobile phones, widespread internet connectivity and growing IP functionality are changing how we
deliver healthcare interventions. This is particularly true in low
resource countries where, much as we have leapfrogged the
need for roll-out of terrestrial telephones or traditional banks
through mobile phone enabled applications, we may also
leapfrog the need for electronic health systems that rely on
significant installation costs and move straight to mobile digital
technology enabled healthcare systems that exploit individual
access and cloud computing.
However, while tech-heavy interventions and super-apps
may have a great impact on patient outcomes in our context,
most healthcare workers can reflect on the direct benefits that
mobile phones and IP services bring them and their patients
through the most basic requirement for human endeavour and
collaboration: easy, instant communication. Thus interventions,
much like Sund et al. use of WhatsApp group-chat for data
collection,6,22,23 are available to all healthcare workers and their
patients immediately. We should use them wisely for the benefit
of all.
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